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«O HarpaBieHHH HHPOPMATIHI)

NHOOPMALIMOHHASA ITAMSTKA
JJIS1 OBYYAIOIIUXCS 4JIs1 PASMEILLEHUA
HA OOPHUIUAJ/IBHBIX HHTEPHET-
PECYPCAX

C KaXAbIM TOAOM MOJIOACKNU B HHTCPHETC CTAHOBUTLCA 6OJ'II)HIe, a IMIDKOJBbHUKH OJHHM H3 CaMbIX AaKTHBHBIX
TOJIb30BaTeIeH PyHeTa. Memz[y TEM, IIOMHUMO OI'POMHOI'0 KOJHNYECTBA BO3M0)KHO0T6171, HWHTEPHET HECCT U HpO6J'IeMI)I. OTta
maMsaTKa JOJIDKHA IIOMOYb Tebe 6e30macHo HaXOJUTHECA B CETH.

KoMnboTepHbIe BUPYChI

KoMmrmbroTepHbIli BUpYC - 3TO Pa3sHOBHIHOCTh KOMITBIOTEPHBIX IMPOTpaMM, OTIMYUTENBHOH OCOOCHHOCTBIO KOTOPOM
SIBIISIETCS CIOCOOHOCTh K pa3MHOXKEHHUIO. B J1oroHeHe K 3TOMY, BUPYCHI MOT'YT ITOBPEIUTh WITU TMOJTHOCTHIO YHUUTOXKUTH BCE
(aiinbl U 1aHHBIE, TIOIKOHTPOJIBHBIE TOJIL30BATENI0, OT MMEHH KOTOPOro ObLia 3arylieHa 3apaKeHHas Mporpamma, a Takke
MOBPEANTh WIM Ja)Ke€ YHUUYTOXKHUTH OIEpPAIMOHHYI0 CHCTeMYy co BceMmH (aitmamu B HenoM. B OonblmIMHCTBE citydaeB
pacpoCTpaHsIIOTCS BUPYCHl Yepe3 UHTEPHET.

MCTOJIBI 3aIUTEI OT BPCAOHOCHBIX IIPpOrpaMm:

1. Hcmonp3yii COBpeMEHHBIC OMEPAIMOHHBIC CHCTEMBI, HMEIOIIE CEPhe3HbI YPOBEHb 3aIllUThl OTBPEIOHOCHBIX
IIpOrpamu;

2. TloctosHHO ycTaHaBnuBail mautd (UHUQPOBBIC 3aIUIATKH, KOTOPhIE ABTOMATHYECKH YCTAHABIUBAIOTCSA C IEIBIO
J0pabOTKU MPOrpaMMBbl) U Ipyrue OOHOBJICHHSI CBOCH OIepaloOHHON crcteMbl. CKauuBai UX TOJBKO ¢ O(UIMAIBHOIO caiita
pazpaborunka OC. Eciu cyiecTByeT pexuM aBTOMaTHYeCKOT0 OOHOBJICHHS, BKIIIOYH €r0;

3. Paboraif Ha cBoeM KOMIBIOTEpE IO IPaBaMH MONB30BATENS, @ HE aJAMHUHUACTPATOpa. DTO HE MO3BOJIHUT
OOJIBLIMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTAJIIMPOBATHCSA Ha TBOSM IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTHBHPYCHBIC MPOrPaMMHBIC MPOIYKTHI M3BECTHBIX MPOM3BOMMTENCH, C aBTOMATHYCCKUM
00HOBJIEHHEM 0a3;

5. Orpanudp HH3HIECKHI TOCTYH K KOMITBIOTEPY ISl IOCTOPOHHMUX JIHIL;

6. Vcnone3yit BHEIIHHE HOCHTEIN HH(OPMALIMH, TaKKe KaK (JIelIKa, JUCK WiH (Hailsl u3 HHTepHETa, TOJIbKOU3
IIPOBEPEHHBIX UCTOYHUKOB;

7. He OTKpbIBail KOMIBIOTEpHBIC (aiiibl, MOMyUYCHHBIC W3 HEHANEKHBIX HCTOUYHHKOB. Jlaxke Te (ailiibl, KOTOpbIE
TIPUCIIAJ TBOM 3HAKOMBINA. JIydIie yTodHU y HET'0, OTIPABIISUI JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BHI Tepenaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opera, Mapka. Eme B 1991 roxy HumepiaHackast
KoMIanus 3aperucrpuposana opern "WECA", uro o6o3nauano cioBocoueranne "Wireless Fidelity", koropsrii mepeBomutcst
Kak "OecrpoBoHASI TOYHOCTH'.

Jo Hamrero BpeMeHH Jomia apyras ab0peBuaTypa, KoTopas sSBISETCS TaKOH ke TeXHoJorue. 1o abopeBuarypa "Wi-
Fi". Takoe Ha3zBaHme OBUIO JaHO C HAMEKOM Ha CTaHAApT BHICHICH 3ByKoBoW TexHumku Hi-Fi, 4To B mepeBome o3HadaeT
"BBICOKAasI TOYHOCTB".

Ha, GecruiaTHBI MHTEpHET-ZOCTYH B Kade, OTeNsX M adponoprax sBISETCS OTIMYHOH BO3MOXKHOCTBHIO BBIXOZAA B
uHTepHET. HO MHOTHE 3KCTIEpTHI CUMTAIOT, uTo obmmenoctymabie Wi-Fi cetn He ABIIIOTCS 6€30TaCHBIMHA.

Cogersl 110 6e30macHOCTH paGoTh B 00ImenocTymHbx cersax Wi-fi:

1. He mepenaBaii cBoro nuuny0 uH(popManmo uepe3 obmienocrymnubie Wi-Fi cern. PaGorast B HEX, jKeTaTENbHO HE
BBOJIUTH MAPOJIM JIOCTYIA, JJOTUHBI U KaKHe-TO HOMepa;



2. Ucnionp3yii 1 OOHOBJISAN aHTHBHPYCHBIE MIPOrpaMMBbI U OpaHaMayep. TeM caMbIM T 00€30MAaCHIIb Ce0sl OT3aKaYKU
BHpYCa Ha TBOE YCTPOICTBO;

3. Ipu ucrionszoBannu Wi-Fi orkiroun dyrkiwo "O6muit noctyn k daiinam u npuatepam”. Jlannast GyHKIUSI3aKPbITa
10 YMOJTYaHHUIO, OTHAKO HEKOTOPHIE MOIB30BATENN aKTUBUPYIOT €€ JUIs yA00CTBa UCIIONb30BaHMS B padoTe WK yuede;

4. He ucnonb3yit myonmuunsiii WI-FI 11 nepeqayust JTHYHBIX JaHHBIX, HAPUMEP JUIS BHIXOJA B COI[HAIbHBIC CETH WIIH B
SJIEKTPOHHYIO MOUTY;

5. Ucnone3yii Tonbko 3amuiienHoe coeauHenue uepe3 HTTPS, a we HTTP, T.e. mpu Habope Beb-aapeca BBOIU
umenno "https://";

6. B moOumpHOM TenedoHe otkmoun (yakimo 'Tloakntrouenne k  Wi-Fi  aBromarmueckn". He nomyckait
AaBTOMATHYECKOTO MOAKIIOUEHHS ycTpoiicTBa k ceTam Wi-Fi 6e3 TBoero cormacusi.

CoumajibHbIe CeTH

COHI/IaJ'H)HI)Ie CCTU aKTUBHO BXOJAT B HAIly KM3Hb, MHOTUC JIFOAU pa60Ta}0T " JXUBYT TaM IIOCTOSAAHHO, a4 B Facebook
YKE 3apCTUCTPUPOBAH MUJITIMAPA YCITOBEK, YTO SABJISACTCA OHHOﬁ Ce[[LMOﬁ BCEX JKUTEJICH TIaHeThl. MHOrME TMOJIb30BaTEIN HE
IIOHUMAIOT, 4TO I/IH(l)OpMaHI/IFI, pasMCIICHHAas UMHU B COLIUAJIIBHBIX CCTAX, MOXKCET OLITH Haﬁ)leHa 1 UCIOJIb30BaHa KEM YIroJHO, B
TOM 4HCJIe He 00s3aTebHO ¢ OJIaruMHU HaMCpCHUSAMU.

OCHOBHEIE COBETHI 110 0€30IaCHOCTH B COLMAJILHEBIX CETSIX:

1. Orpannys cIUCOK Apy3ei. Y Tebs B APY3bsX HE IOKHO OBITH CITyYaiHBIX 1 HE3HAKOMBIX JIFOICH;

2. 3ammiaii CBOIO YaCTHYIO JXM3Hb. He ykaswiBait maponu, TemedoHsI, ampeca, JaTy TBOETO POXKICHUS U IPYTYIO
JUYHYI0 HWHGOpMAIMIO. 3JIO0YMBIIUIEHHUKA MOTYT HCIOJb30BaTh JaKe MHQOPMAIMIO O TOM, KaK Thl M TBOM POJUTEIN

IUIAaHUPYETE MMPOBECTH KaHUKYIIBI;

3. 3ammuaii CBOIO PEHyTaLlHMI0 - JepXKHM e B YUCTOTE W 3axaBaii cebe BOmpoc: Xorena OBl ThI, YTOOBI Apyrue
TI0JIb30BATENIN BUAIENH, UTO ThI 3arpyxactib? [logymaid, mpex/e ueM 4To-To OIyOJIMKOBaTh, HAIIUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPHILG C JIOABMH, KOTOPBIX HE 3HACllb, HE WCIIONB3YH CBOE PEANbHOC UMS M IPYTYHO JHYHYIO
nH(GOPMaLUK: UM, MECTO KUTEIbCTBA, MECTO y4eObl U Ipoyee;

U36eraii pa3merenus ¢ororpaduii B uTepHere, rie Thl H300pa)KeH Ha MECTHOCTH, IO KOTOPOH MOXKHO OIPEICIUTh TBOE
MECTOIIOJIOKEHHUE;

5. Tlpu peructpaiyii B COLHANBHON CETH HEOOXOMMMO HCIIONB30BATh CIIOKHBIE MAPOIIH, COCTOSAIINE U3 OYKBH HUDD H C
KOJIMYECTBOM 3HAKOB He MeHee 8;

6. Jli1st conmanbHON CETH, MOYTHI U IPYTHX CAWTOB HEOOXOINMO HCIIONIb30BaTh pa3Hble Mapoin. Toraa ecautebst
B3JIOMAIOT, TO 3JI0YMBIIUICHHUKY OTYYaT JOCTYH TOJIBKO K OHOMY MECTY, a HE BO BCE CPasy.

JJIeKTPOHHBIE 1IeHbI' 1

OJIEKTPOHHBIE NEHBIW - 3TO OYEHb YAOOHBIH CIOCOO IUIaTEXeH, OAHAKO CYIIECTBYIOT MOIIEHHHUKH, KOTOpPBIE XOTAT
TIOJTYYUTb 3TH ACHBTH.

OJIEKTPOHHBIE JIEHBIH MOSBIINCH COBCEM HEIAaBHO M MMEHHO H3-3a2 3TOr0 BO MHOTHX IOCYAapcTBax OO CHUX IOp HE
MIPOITMCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIIMOHMPYIOT M O HHX YK€ IPONMCAHO B 3aKOHE, IJIE WX Pa3JeisIoT Ha HECKOIBKO BHUJIOB -
aHOHMMHBIE ¥ HE aHOHMMHbIE. Pa3HnIa B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcsi MPOBOAUTE OTEpaliy 0e3

I/II[CHTI/I(l)I/IKaL[I/II/I TI0JIB30BATEIIA, @ B HCAHOHUMHBIX I/I,[[eHTI/I(bI/IKaL[I/IH ITOJIB30BATES SIBJISICTCS 00S3aTEILHOM.

Taroke cienyer pa3nuyaTh 3JIEKTPOHHBbIE (uaTHbIe ACHBIH (PaBHBI TOCYZapCTBEHHBIM BaJFOTaM) M DJIEKTPOHHBIC
HeHUaTHBIC JCHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 10 0e30macHOi padoTe C AMEeKTPOHHBIMH JIEHBIaMH:

1. TpuBspxu K cuery MOOWIBHBIH TenedoH. ITO camblil yIOOHBIH 1 OBICTPBIH CIIOCOO BOCCTAHOBHTH AOCTYII K CUETY.
[IpuBszanHbld TeneOH MOMOXKET, eciaW 3a0y/Aelb CBOM IUIATEKHBIM Mapoib WIM 3alellb Ha caiiT Cc HE3HAKOMOro



YCTpOICTBa;

2. Vcnonp3yii omHOpasoBele maponu. Ilocie mepexoqa Ha YCHIIEHHYKO aBTOPH3alMI0 Tebe yxke He OYymeT yrpoxkaTh
OMACHOCTh KPa)kKU WJIH MepexBaTa IIaTeKHOro MapoJis;

3. Boibepu cioxHbIi maposb. [IpectymHukaM OyleT He MPOCTO yraaaTh CIOKHBIN mapoib. HalexHble mapoiu - 310
IIapoJIx, KOTOPbIE COiepKaT He MeHee § 3HAKOB M BKJIIOYAIOT B Ce0sl CTPOYHBIEC M MIPONHUCHBIE OYKBBI, IU(PHI M HECKOIBKO

CHUMBOJIOB, TaKHMC KaK 3HaK J0Jijiapa, (I)yHTa, BOCKHHH&TGHLHLIfI 3HAaK " T.II. HaHpI/IMep,
$tRONg!;;

4. He BBOJIM CBOM JIMYHBIC JJAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACHIb.
BHCKTPOHHaﬂ mouyrTra

OJIeKTpOHHAs II0YTa - 3TO TEXHONOIMA M NPEAOCTaBIsIEMbIe €10 YCIYTH IO IEepechUIKe U IOIy4EeHHIO IEKTPOHHBIX
COOOIIIEHUH, KOTOpBIE PACIpPEACISIIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO D3JIEKTPOHHBIA TOYTOBBIA SIIMK BBITJISAUT
CIIeYIOIM 00pa3oM: UMS_II0Ib30BaTesI(@UM_JoMeHa. Taioke KpoMe mepeaud IPOCTOro TEKCTa, UMEETCs BO3MOXHOCTh
nepenaBarth (aiibl.

OCHOBHBIE COBETHI IO 0E€30MaCHOM PabOTE C FJCKTPOHHOM MOYTOM:

1. Hano BIOpaTh MPaBUIIBHBIN MOYTOBBINA CepBHC. B HHTEpHETE €CTh OrPOMHBII BBIOOP OECIUIATHBIXITOUTOBBIX
CEpPBUCOB, OJTHAKO Jy4Ille TOBEPSTh TE€M, KOTO 3HA€lllb ¥ KTO MEPBLIi B peUTHHTE;

2. He yxasbiBaii B JMYHOW  TOYTE  JIMYHYIO  HMH(pOPMAIHIO. Hanpumep, Jaydnie  BbIOpaTh
"My3bIKaJbHBIH (haHaT@" i "pok2013" BMecTo "Temal3";

3. Hcmonp3yii IBYX3TaMHY0 aBTOPU3AIMI0. DTO KOT/Ia MOMUMO Maposis HY)KHO BBOJHUTH KOJI, MPUChITaEMbINHTO SMS;

Bri0epu crnokHBIN naposb. [1Jis Ka)kI0ro MoYTOBOr'o SIIHKA JOJDKEH OBITh CBOM HA/ICKHBIN, YCTOWYMBBIN K B3JIOMY I1apOJib;
4. Eciu ecTh BO3MOYKHOCTD HAIMCATh CAMOMY CBOM JIMYHBIH BOTIPOC, HCIIONB3Yi 3TY BO3MOXKHOCTD;

5. Hcronb3yit HECKOIBKO MOYTOBBIX SIIAKOB. [1epBBIi [T YaCTHOW MEPENUCKH C apecaTaMH, KOTOPBIM ThI
J0BepsieIIb. JTO MIEKTPOHHBIN aJjpec He Ha/I0 MCIOIb30BaTh IIPH PEriucTpaliy Ha popyMax U caiTax;

6. He orkpbiBail haiibl v Ipyryue BIOKEHUS B MHCHMaX, AK€ CCIIM OHM MPHUIIUTH OT TBOMX Apy3ei. JIydieyTodnu y
HHX, OTIIPABIISUIN JIX OHH TeOe 3TH (ailibl;

7. Tlocne okoHuaHust pabOTHI Ha MOYTOBOM CEPBHUCE IEPel 3aKPHITHEM BKIAIKK C CATOM He 3a0y/p Ha)aTbHa
HB 4 n
BIATH".

Ku6ep0yJJIMHT HJIH BUPTYAJIbHOE U31eBaTEIbCTBO

KubepOyminHr - mpecienoBaHue COOOMICHHUAMH, COEpKallMU OCKOPOJICHHUS, arpeccHIo, 3allyTrHBaHUe; XyIHIaHCTBO;
COIMaIbHOE OOMKOTHPOBAHKE C TIOMOIIBIO PA3IMIHBIX HHTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI 110 OOpHOE ¢ KHOSPOYILITHHT OM:

1. He 6pocaiicst B 60#. JIyummii crioco6: MOCOBETOBATHCS KakK cebs BECTH U, €CIIM HET TOT0, K KOMY MOKHO O0OpaTHThCH,
TO BHaYaJe yCIIOKOUTHCS. ECiu ThI HAaUHEeIIb OTBEYaTh OCKOPOJIEHHSAMH Ha OCKOPOJICHHUS, TO TOJBKO elle OOoJbLIe Pa30oXIKellb
KOH(Q)JIUKT;

2. Yrpasinsii cBoel KubeppernyTarmei;
3. AHOHUMHOCTb B ceTh MHUMAst. CYIIECTBYIOT CIIOCOOBI BBISCHHUTD, KTO CTOHMT 38 AHOHUMHBIM aKKayHTOM;

4. He crour BecTH XYJIHUTaHCKHHA 00pa3 BHPTyaIbHON Ku3HH. MHTEpHET (QHKCHpPYET BCe TBOHW JEHCTBUS H
COXpaHAeT UX. Y TAUTh UX OyJeT KpaiHe 3aTpyAHUTENbHO;

5. Coburoziaii CBOXO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urxopupyii emunmdHblii HeratuB. OJHOpa3oBble OCKOPOHTENbHBIC COOOIICHHUS JIydile HTHOPHPOBaTh. OOBIMHO
arpeccus IpeKpaaeTcsi Ha Ha4aJbHON CTaliH;



7. Ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMHU COOGIIIGHI/IHMI/I, B COOMAJIBHBIX CCTAX €CTh BO3MOXXHOCTH
6J'IOKI/IpOBKI/I OTIPaBKHU COO6HIGHI/II7[ C OIPCACIICHHBIX aIpCCOB;

8. Eciu ThI CBUICTCIIb KI/I6ep6yJ'IJ'II/IHFa. TBon I[eﬁCTBHHZ BBICTYIIUTHL MPOTUB IMPECICAOBATCIIA, MOKA3aTh €MY, UTO €ro
ﬂeﬁCTBHH OLICHUBAIOTCA HECTATUBHO, MMOAACPIKATDH KCPTBY, KOTOpOfI HYKHa IICUXOJIOTNYCCKas MoMoOIllb, COO6IHI/ITI) B3pPOCJIBIM O
(l)aKTe arpeCCMBHOIO MOBCJICHUA B CCTH.

MoouabHblii TeaedoH
COBpeMeHHI)Ie CMapT(l)OHI)I 1 TUIAHOICTBI COACPKAT B cebe BIIOJIHE B3pOCHLIﬁ (byHKHI/IOHaJ'I, U TCHEpb OHU MOTI'YyT
KOHKYPUPOBATH CO CTAllUOHAPHBIMU KOMIIBIOTCpAMU. OJIHaKO, Cp€ACTB 3allIUThI JIsA HOZ[O6HI>IX YCTPOﬁCTB II0Ka O4Y€Hb MaJio.

TecTupoBaHNe U IOUCK YA3BHUMOCTEH B HHX HPOMCXOAWUT He Tak MHTEeHCHBHO, kak ans IIK, To >xe camoe kacaerci u
MOOHJIBHBIX TIPHIIOKEHHH.

COBpeMeHHI)Ie MOOUIbHBIE 6pay3ep51 YK€ TMpPaKTUYCCKU JOTHaJii HACTOJbHBLIC aHaJorvu, OJHAKO paCHIMPEHUEC
(l)yHKHI/IOHaJ'Ia BIICUET 3a COOOI 6OJ'IBIHyIO CJIO)KHOCTb 1 MCHbIIYIO 3allIUIIIEHHOCTD.

Jlasieko HE BCE MPOM3BOIMTEIM BBIMTYCKAIOT OOHOBJICHHUS, 3aKPBIBAIONINE KPUTHYCCKHE YSI3BUMOCTH JJIi CBOHX
YCTPOMCTB.

OCHOBHBIE COBETHI JJTs1 0€30MaCHOCTH MOOMIILHOTO TeedoHa:

Huuero He sBisieTcsi Mmo-HacTosleMy OecruiaTHbIM. byap ocTopokeH, Bemb Koraa Tede TNpeyiaratoT OecruiaTHBIN
KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIC YCIYTH;

Hymaii, npexae dyem ornpaButbh SMS, ¢oto mwmu Buzneo. Thl TOUHO 3Haellb, TA€ OHU OyAYT B KOHEYHOMUTOre?
Heo0Oxonumo 0GHOBIISTH ONEpaMOHHYI0 CUCTEMY TBOero cMapTdoHa; Mcnonbs3yit
AQHTHBUPYCHBIE POrPaMMBI 7151 MOOHIIBHBIX TeNe(OHOB;

He 3arpyxaii npuioKeHHs OT HEM3BECTHOTO MCTOYHHKA, BEAb OHH MOTYT COAEPXKATh BPEIOHOCHOCTIPOTPAMMHOE
o0ecreuyeHue;

[ocne Toro xak Thl BHIAZACIIL C CaidTa, TJe BBOAWI JHYHYIO MH(GOpMAIMIO, 3aiil B HACTPOMKK Opay3epa M ynaiu
cookies;

Ilepronuuecku mpoBepsii, KakKe IIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;
JlaBaii cBOif HOMep MOOHMIIBHOTO TelTe(pOHa TOTBKO JFOJISIM, KOTOPBIX THI 3HACIITH H KOMY MoBepsieins; Bluetooth momxen
OBITh BBIKIIIOUEH, KOT/Ia THI UM He MoNb3yembesi. He 3a0biBail HHOTIA IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAaCOUYHbIE, 3aXBATHIBAIOIINE PA3BICUCHNUS, OOBEIMHSAIOMNE COTHU THICSY YETOBEK
mo BceMy Mupy. WUrpoknm wccienyroT NaHHBIH UM MHp, OOIIAIOTCS OPYr € OPYroM, BBIIONHAIOT 3a/aHusi, CPayKaroTCs C
MOHCTPAaMH M ITOJIYYalOT OMNBIT. 3@ YIAOBOJBCTBHE OHH IUIATAT: TMOKYIAIOT AWCK, OIUIAYMBAIOT a0OHEMEHT WIM IPHOOPETAIoT
KaK{e-TO OIIHH.

Bce »1u cpexnctBa MAyT Ha TMOJIEp)KaHHE M Pa3sBUTHE WIPHI, a TAKKE HA caMy O€30MacHOCTH: COBEPIIEHCTBYIOTCS
CHCTEMbI ABTOPU3AIMHM, BBIYCKAIOTCS HOBBIE MaTddl (IM(POBBIC 3aIUIATKH AJISI HPOTpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH
CEepBEPOB.

B HOI[O6HLIX urpax CTOUT OITaCcaTbCsA HE CTOJIBKO CBOMX COICPHHUKOB, CKOJIBKO KpPaXh TBOETO IMapoisd, HAKOTOPOM
OCHOBAaHa CUCTEMa aBTOpHU3allNN OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 0 6E€30MMaCHOCTH TBOETO HIPOBOTO AKKAYHTA!
1. Ecnu nmpyroil urpok BeneT ceOsi IUIOXO IJIM CO3[aeT TeOe HeMpUATHOCTH, 3a0JOKHPYH €ro B CIIMCKEHIPOKOB;

2. Hoxcanyfzica AIMUHUCTPATOPAM UI'PbI Ha IJIOXOE MOBCICHUE 3TOI'O UT'POKA, KEIATCIbHO MMPHUITIOKUTBKAKHUEC-TO
JA0Ka34aTeJIbCTBA B BUJIC CKPUHOB;



3. He yka3ssiBaii TuuHyo HHPOPMAIUIO B Ipodaiiie Urpsr;

4. YBaxaii pyrux y4acTHUKOB IO HIPE;

5. He ycranapnuBaii HeohupanbHbIe TATIYH U MOJIBI;

6. Hcronb3yii CIIOKHBIE U Pa3HBIE TIAPOITH;

7. axxe BO BpeMs MTPBI HE CTOUT OTKITFOYAaTh aHTUBHPYC. [10Ka ThI UTpaciiib, TBOW KOMITBIOTEP MOT'YT3apa3UTh.
DOUIMHT WIN Kpazka JUYHBIX TaHHBIX

OOBI4HOIM Kpamef/i JACHET U JOKYMCHTOB CCTrOAHA YK€ HHMKOro HE yAMBHIIbL, HO C pPa3BUTHECM I/IHTepHeT-TeXHOHOI‘I/Iﬁ
3JIOYMBINUICHHUKHA NIEPEMECTWINCh B MHTCPHET, U MPOAOJIKAIOT 3aHUMATHCS "m0OUMBIM" JCJIOM.

Tak MOSBHJIACH HOBAasl Yrp03a: MHTEPHET-MOIIEHHAYECTBA WK (DUILIHHT, TJIaBHAS IIE]lb KOTOPOr0 COCTOUT B MOJIyYEHHU
KOH()MJICHIIMAIbHBIX JAHHBIX [I0JIb30BATENEH - JIOTHHOB M napojieil. Ha anrnuiickom s3bike phishing unraercs kak Quumnr
(ot fishing - peiGHast s0BmsI, Password - mapos).

OCHOBHBIE COBETHI 110 OOpHOE C PUITMHIOM:

1. Crenn 3a cBoMM akkayHTOM. Eciu ThI Mo103peBaelib, 4To TBOSI aHKETa ObITa B3JIOMaHa, TO HEOOX OJJMMO
3a0JI0KMPOBATH €€ U COOOIINTH aJIMHHICTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnosp3yit 6e30macHbie BeO-CaiiThl, B TOM YHCIIE, HHTEPHET-MAra3uHOB M IIONCKOBBIX CHCTEM;

3. Hcrone3yit crnoxHble W pasHbie mapond. Takum ob6pasom, ecinu Teds B3IOMAIOT, TO 3JI0YMBINUICHHUKHTIONYYAT
JIOCTYII TOJIBKO K OTHOMY TBOEMY NPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s1 B3JIOMANH, TO HEOOXOMUMO TPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOpPBIC T00ABIIEHBI Y T€OAB APY3bsiX,
0 TOM, 4YTO TeOsl B3JIOMaJIX M, BO3MOXKHO, OT TBOEr0 UMEHH OYJIET pacchliaThCs CIIaM M CCHUIKU Ha (DUILIMHTOBBIE CANTHI;

5. Ycranosu Hanexusiit mapons (PIN) Ha MOOWIBHBIH TenedoH;
6. OTKITIOYM COXpaHEeHHUEe Mapoist B Opaysepe;

7. He orkpbiBail (haiibl v Ipyrie BIOKEHUS B MHUCHMaX, a)e CCIIM OHM MPHUIIUTH OT TBOMX JApy3eid. JIydmeyrodnu y
HHX, OTIIPABIISUIN JIX OHU TeOe ATH (aiibl.

Hudposas penyranus

[udpoBast pemyraumuss - 3TO HeraTHBHas WIM HO3UTHUBHAs HH(popMauus B cetn o Tebe. Kommpomerupyromas
uHpOpMAIWs, pa3MEILICHHAs B HHTEPHETE, MOXKET CEphe3HBIM 00pa3oM OTPa3HThCS Ha TBOeH peanbHOM xu3HU. "Lubposas
pernyranus” - 3TO TBOW UMUK, KOTOPBIi hopmupyercst 3 nHpopManuu o Tede B MHTEpHETE.

TBoe MecTo KUTENBCTBa, yIeOBl, TBOe (PMHAHCOBOE IMOJIOKEHIE, OCOOCHHOCTH XapaKTepa M PAacCKa3bl O OIM3KHX - BCE
9TO HAKAIUTMBAETCS B CETH.

MHorre HOAPOCTKH JISTKOMBICIEHHO OTHOCATCA K NMyONWKalWH JIMYHOW WH(popMmanuu B MHTepHeTe, He MOHUMAs
BO3MOXHBIX ITOCNENCTBUMA. THI Jake HE CMOXKEIIb JOrafaThCst O TOM, 4To (oTorpadus, pasMelleHHas 5 JeT Haszal, cTana
MIPUYHHON 0TKa3a MPUHATH TeOs Ha padory.

KommeHnTapun, pazMmelieHne TBOUX (otorpaduii u qpyrue IeHCTBHS MOT'YT HE HCUE3HYTH JaKe IOCIIe TOro, KaK ThI HX
yaanuiib. Tel He 3Haellb, KTO COXPAHWI 3Ty MHPOPMALHIO, MTONaja JIM OHA B IIOMCKOBBIE CHCTEMBI M COXPaHWIIACH JIH OHA, a
TJIABHOE: YTO ITOAYMAIOT O TeOe OKPY)KAIOIIHE JIFOAU, KOTOpPBIe HAMAYT W yBUAAT 5T0. Halitn nH(OpMaImio MHOTO JIeT CITycTs
CMOXeT JTF000H - Kak U3 JOOPHIX MOOYKISHHH, TaK ¥ ¢ HAMEPEHHEM MPUIMHUTH BPEZ. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI I10 3aIIUTE HU(YPOBOH PEITyTAIIH:
1. Togymaii, mpesxzie 4eM 9To-TO IIyOIUKOBATh U IepeaaBath y ceOst B 6JI0Te MM B COLUATBHON CETH;

2. B Hacrpoiikax OpoQuiIsi YCTAHOBH OTPaHHYEHHS HA IPOCMOTDP TBOETO MPO(HISL M €ro COACPKUMOro, CAenail ero
TOJNBKO "[ist Apy3er";



3. He pasmernaii u He ykasbiBaii HHPOPMAIUIO, KOTOPast MOXKET KOrO-TH00 OCKOPOJIATH HITH 0OMKATh.
ABTOpCKOE NPaBo

COBpeMeHHHe IIKOJIBHUKH - aKTHBHBIC I10JIB30BATCIIN HI/I(l)pOBOFO MPOCTPAHCTBA. OILHaKO JAaJICKO HE BCC 3HAKOT, 4YTO
IIOJIb30BAHUC MHOI'MMH BO3MOXKHOCTAMU III/I(I)pOBOFO MHpa Tp€6yeT CO6J'I}O}_I€HI/I$I IpaB Ha MHTCJIJICKTYAaJIbHYIO COOCTBEHHOCTb.

TepMI/IH "I/IHTeJ'IJ'IeKTyaJ'H)HaH COOCTBEHHOCTL" OTHOCHUTCA K Ppas3IMIHbIM TBOPCHUAM YCJIIOBCUCCKOI'O ymMa, Ha4YuHasd C
HOBBIX H306peTeHHI>i 1 3HAaKoOB, 0603Haqa10m1/1x COOCTBEHHOCTL Ha INPpOAYKTBI W YCIYru, MU 3aKaHYMBasgd KHUT'AMH,
(l)OTOl"pa(l)I/IHMI/I, KI/IHO(l)I/IJ'H:MaMI/I 1 MY3bIKaJIbHBIMU IMTPOU3BCACHUAMMU.

ABTOpCKI/Ie IpaBa - OTO IIpaBa Ha HWHTCIUICKTYAJIbHYIO COOCTBEHHOCTL Ha MPpOU3BCACHUSA HAYKH, JUTCPATYpPbl U
HCKYCCTBA. ABTOpCKI/Ie IpaBa BBICTYNAIOT B Ka4YC€CTBC IrapaHTHUH TOr'0, 4YTO HHTeHHeKTyaHBHLIﬁ/TBOp‘-ICCKI/Iﬁ TpyA aBTOpa HE
6y;[eT HallpaCHbIM, OACT €MY CIIPaBCAJIMBBIC BO3MOXKHOCTH 3ap860TaTI> Ha pe3yjibTaTax CBOCIo TpyJad, NOIYYHUTh U3BECTHOCTH
1 NpU3HAHUC. Huxkro 0e3 paspCUICHus aBTOpa HE MOXKET BOCHPOU3ZBOAUTL €0 MPOU3BEACHUE, PAaCHpPOCTPAHATD, Hy6J'II/I‘{HO
JACMOHCTPUPOBATHL, IPOJaBaTb, UMIIOPTUPOBATH, IYCKATb B IIPOKAT, Hy6J'IH‘IHO HCIIOJIHATS, [MOKAa35LIBATL/UCIIOIHATEL B S(l)I/Ipe
Wik pasMellaTh B I/IHTepHeTe.

Hcnons3oBanue "HI/IpaTCKOFO" IIporpaMMHOI 0 00€CTIEUEHHS MOKET MPUBECTU K MHOI'MM PUCKaM: OT MOTCPU MTAaHHBIX K
TBOUM aKKayHTaM J10 6J'IOKI/Ip0BKI/I TBOCTO yCTpOﬁCTBa, A€ YCTAaHOBJICHA HEJICTAaJIbHAsA IporpaMma. He crout Takxe 3a6LIBaTI>,
YTO CYIICCTBYIOT JICTAJIbHBIC U OecruiaTHbIE MporpaMMmabl, KOTOPBIEC MOXKHO HaliTH B CETH.






